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Abstract
White, William E. M.S. The University of Memphis. December 2012. An
Intelligent Network of Sensors for Border and Perimeter Security. Major Advisor:
Dr. Eddie Jacobs
Border and perimeter security is a constant concern to many government
and private entities. Large, often remote, areas must be constantly monitored for
intruders or suspicious activity. This work investigates whether a wireless sensor
network of intelligent nodes can provide the infrastructure needed for such
applications. First a real time automated detection algorithm is developed for an
existing profiling sensor. Results show that this automation produces reliable
results on a limited dataset. To provide a more versatile, easier to deploy
solution, a wireless sensor network is designed for deployment in a sensor field
test bed located at Meeman-Shelby Forest. The wireless sensor network
includes a custom prototype sensor designed to detect movement and send data
to a base station for further processing. Preliminary performance evaluation of
the prototype was conducted using humans and animals as targets. The test
results show that the prototype correctly detected, captured, and transmitted data
as designed.
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1. INTRODUCTION
The following sections will provide background information on several of
the concepts, components, and scenarios applied in this work. First, section A
will provide a brief background and requirements for the issue of border and
perimeter security. Section B will discuss profiling sensors which are a novel
class of sensors which have proven applicable to border and perimeter security.
Section C explains some of the history of wireless sensor networks and their
wide range of applications. Section D explains the reasoning for using MeemanShelby Forest as the site for the wireless sensor network test bed. It further
explains the motivation for a more versatile, long term testing facility.
1.1 Border and Perimeter Security
Border and perimeter security is a common issue in which a vast area,
often in a remote location, must be constantly monitored. In these scenarios, it is
often not feasible to have personnel constantly patrolling the area. The optimal
solution requires a system that is easy to deploy, robust to various environmental
conditions, reliable, and long lasting. One possible solution to this issue is the
deployment of unmanned ground sensors (UGS)1. UGS are systems in which
sensors detect the presence of objects of interest and send reports to a remote
station for processing. The US military is a primary developer of these types of
systems. Under Army supervision, the University of Memphis Center for
Advanced Sensors has been a part of this development. The center has
developed a unique class of unmanned ground sensors known as profiling
sensors2.
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1.2 Profiling Sensors
Profiling sensors are electro-optical systems that are designed to detect
silhouettes or profiles of moving objects3,4,5. These sensors typically use a
sparse array of detectors compared to traditional imagers. Profiling sensors can
be designed for either active or passive mode. Active profiling sensors require
that an object pass between a transmitting/receiving platform and a reflecting
platform. In doing so, the object triggers one or more optical trip wires (beams of
light) which then create the object’s profile6,7. Passive profiling sensors detect a
signal that is generated from the object. They can be implemented with a linear
array of pyroelectric detectors5,8 or by extracting a subset of pixels from a
conventional imager to emulate a sparse detector array9,10.
This work uses a profiling sensor that was designed with a linear array of
pyroelectric detectors. The pyroelectric detectors in the sensor capture temporal
changes in infrared radiation. Because of this, they are often used for motion
detection. A large signal (either positive or negative) signifies a large temporal
temperature change. It is important to note that these types of detectors often
have difficulty detecting smaller changes in temperature. For example, the
sensor might struggle to detect a person (whose average core temperature is
98.6 degrees Fahrenheit) on a hot (90 degree Fahrenheit) day. Another
important aspect is that objects moving quickly tend to produce greater signal
differences. Since the detectors have a limited field of view and are typically
more responsive at certain angles, an object that quickly enters the field of view
will create a greater difference than the same object that gradually enters the
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detector’s field of view. One desirable feature of PIR sensors is that there are
many cheap, off-the-shelf sensors that can be used. However, many of these
sensors require a lens to sense changes more than a few feet away.
The profiling sensor used in this work is comprised of a 128-element
pyroelectric array of Dias 128LTI sensors, an F/0.86 germanium lens, and an
18F4550 pic microcontroller for A/D conversion and communication, as seen in
the Figure 1. In its current form the sensor has an effective range of 20 meters11.
Since the sensor is configured in a linear array, a single temporal sample of the
array does not visually convey much information. However, when data is
gathered over time and the samples are displayed side-by-side the result is a
silhouette or profile of the object, as seen in Figure 4. Using profiles of this type
together with simple classifiers has proven effective in discriminating between
humans and animals. This level of discrimination is very desirable for general
purpose border and perimeter discrimination.

3

Figure 1: Profiling Sensor11.

The classifier6,7,11 used in this work was trained with data collected in
petting zoos. The training data for the real time algorithm consisted of various
animals, including horses, donkeys, cattle, and mules, from a local petting zoo as
well as ROTC cadets in full military gear. The test data was collected in field
tests conducted along the US-Mexico border in Arizona along a path that has
been known to be used by drug traffickers to smuggle narcotics11.
1.3 Wireless Sensor Networks
Wireless sensor networks (WSNs) are networks of sensors that can be
easily deployed to various environments, are highly customizable, and require
little power. As a result, they are becoming an increasingly important research
4

topic. In 1999, Business Week proclaimed Networked microsensor technology
as one of the 21 most important technologies for the 21st century12.
Modern work on sensor networks began around 1980. As with many
technologies, the defense industry has been a major source of funding and
development. One of the first sensor network programs, the Distributed Sensor
Networks (DSN) program, was developed by the Defense Advanced Research
Projects Agency (DARPA). Since the technology was limited in comparison to
modern day, the DSN program had to address several issues, which included
distributed computing support, signal processing, tracking, and test beds. The
program resulted in many advancements. Notable amongst these are a network
operating system that allows flexible, transparent access to distributed resources
needed for a fault-tolerant DSN, several tracking systems, and test beds. Further
development of these projects led to actual implementations of sensor networks
on the battlefield. A more recent DARPA program, Sensor Information
Technology (SenseIT), focused on developing new network techniques that
would allow ad hoc deployments instead of a traditional network infrastructure.
The program also focused on networked information processing. This included
dynamically querying and tasking the sensor network in order to extract more
useful, reliable, and timely information13. Through these and other programs,
sensor networks have evolved from bulky wired networks to small, wireless,
versatile deployments.
Current WSN applications have expanded beyond military use and are
now being used in a variety of scenarios. Some of the applications include
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environmental monitoring, surveillance, animal tracking14, and monitoring the
health of industrial machinery. WSNs can be customized to fit almost any
application and can be deployed on the ground, in the air, under water, on
humans and animals, in vehicles, or inside buildings. The nodes can include
embedded processing capabilities, sensors (seismic, infrared, magnetic, imaging,
micro radars, and others), data storage, and location awareness through the
global positioning system (GPS) or location positioning algorithms 13. In addition
to easy, versatile deployment, many WSNs are also easily expandable. By using
ad-hoc, multi-hop networking protocols new nodes are easily able to join an
existing network to either expand the network or replace an existing node.
With the many advantages and flexibilities of WSNs, they are a great fit for
the problem of border and perimeter security. This works seeks to design a
WSN as an easily deployable alternative to the profiling sensor.
1.4 Meeman-Shelby Forest
The Meeman Biological Field Station was selected as the location for a
WSN deployment for the following reasons. The site provides over 13 acres with
forests, lakes, river access, and walking trails. It also includes a dormitory facility
that may be used to provide constant power and a dedicated microwave link
back to campus2. These characteristics make the site ideal as a research test
bed for sensor network. The site is 18 miles away from the main campus as can
be seen in the Figure 2. This distance provides a true remote location
experience that would not be observe in a laboratory. Deploying a WSN at
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Meeman-Shelby Forest will also provide an easily adaptable test bed for future
research.

Figure 2: Distance from University of Memphis to Meeman-Shelby Forest

This test bed at Meeman-Shelby Forest will allow for greater and more
realistic variations in data collection. The previous work has consisted of testing
in staged scenarios. Typically, animals from a local petting zoo are brought out to
a location and run through several scenarios to capture data, as seen in the
Figure 3. This approach has worked well for creating datasets used to develop
classification algorithms. However, these set ups do not give us an accurate feel
for how the sensors would perform in long term deployments and real scenarios.
For example, most data collection has been of animals or humans walking
7

perpendicular or parallel to the line of sight of a sensor. A long term deployment
location would yield more varied data, such as an animal or person walking at
various angles in relationship to the line of sight of the sensor. In addition to data
variety, this test bed would provide a “24/7”, realistic testing environment in which
sensor performance can be monitored over time and in various environmental
conditions. The development of this test bed has also been a part of the Army
Sponsored Intelligent Network-Centric Sensors program18.

Figure 3: Typical data collection with animals from a local petting zoo11.

2. METHODOLOGY
The following sections discuss the methods used when investigating the
application of intelligent nodes for border and perimeter security. Section A
discusses adding intelligence to an existing profiling sensor by developing a real
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time detection algorithm for the sensor. Section B explains the design for the
WSN test bed as well as a custom prototype sensor that is developed.
2.1 Real Time Profiling Sensor
The quest for more intelligent sensor nodes began by first expanding upon
the existing profiling sensor. It had already proven to be applicable to border and
perimeter security so it provided a good starting point. To prevent an operator
from having to constantly monitor the output of the sensor or sifting through all of
the captured data, a method was needed to separate objects of interest from any
other data. This was accomplished by developing a real time detection algorithm
to determine when an object was present. The detection algorithm sends the
frames that include an object to the classification algorithm for further processing.
The general flow of the detection algorithm can be seen in Figure 6. The
algorithm first captures a single frame from the sensor. Since there is inherent
noise in the sensor, each frame must be de-noised before processing. To clean
up some of this noise (see Figure 4) the absolute value of the difference between
each sample and the average sample is calculated. The average sample is
calculated by using the first 10 frames of the raw data. The differenced data is
much cleaner and much easier to detect objects with (as seen in Figure 5).
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Figure 4: Noisy raw image11.

Figure 5: Differenced image11.

Next the algorithm determines if there is motion in the frame by checking if
the maximum pixel value is greater than a set threshold. If there is a pixel whose
value is greater than the threshold then the algorithm next checks if this is the
first frame in which motion was detected. If so, a variable (low_flag) is set. The
value of low_flag is set to a predetermined number of frames before the current
line. The predetermined number of frames is defined by the variable lflag. This
helps ensure the entire object is contained within the detection event. Setting
low_flag to the line number of the current line could fail to capture the first part of
the object if the signal is weak. After setting low_flag (or if the frame was not the
first containing motion) another variable (hi_flag) is set. The variable hi_flag is
set to a line number which is lflag instances in the future. This ensures the entire
10

object is included in the detection event for reasons similar to that of low_flag.
Once the current frame is equal to hi_flag, which occurs once l flag lines have
passed without a pixel greater than the threshold, all the raw data between
low_flag and hi_flag (inclusive) is sent to the classification algorithm11.

Figure 6: Detection Algorithm

Ideally, the detection algorithm sends each object individually to the
classification algorithm. This helps the classification algorithm accuracy and
decreases the processing time of the classification. While the classification
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algorithm is processing, no data is being collected. This has not caused a
problem in our testing since our classification algorithm uses very simple
procedures. Figure 7 and Figure 8 show an ideal situation in which the objects
from Figure 4 were detected and sent to the classification algorithm individually.

Figure 7: First Detection from
Figure 411.

Figure 8: Second Detection from
Figure 411.

If two objects are close together then they can sometimes be detected as
a single object. This is mainly due to two reasons. Partially because the sensor
was tilted when the data was captured which encourages objects to overlap.
Second, the algorithm includes frames before and after the object is detected.
This was designed on purpose to prevent objects from being split into two
detections. However, the detection of two objects as a single object can still,
possibly, be classified correctly. The classification algorithm is able to segment
objects and process them separately. The image below is an example of two
objects included in a single detection event but correctly classified as two
separate humans.
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Figure 9: Single detection correctly classified as two humans 11.

The algorithm was not ready in time to test during a data collection so the
results had to be simulated. Since the detection algorithm is designed to process
each temporal sample as it is read from the sensor this was easy to accomplish.
To simulate real time results each temporal sample (128 detector values) is read
sequentially from the captured data and processed as it is read. During an actual
implementation some data will be missed while the classification algorithm is
running. To simulate this effect, the sampling rate of the sensor was first
determined. This was done by measuring the amount of time it took to capture
several temporal samples and then dividing the number of samples by the time
elapsed in seconds. The resulting sample rate (20.2584 samples per second)
was then multiplied by the run time of the classification algorithm for each object
detected. The appropriate number of lines are then skipped in the saved data.
2.2 Meeman-Shelby Forest Infrastructure Design
The field station infrastructure is designed so that an ad-hoc network of
sensors will connect to the base station which will be located at the dormitory
building. The base station will connect to a WIFI router that is located at the
microwave link. The router will then transmit data over the microwave link back
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to campus. A satellite view of the deployment site as well as the location of the
microwave link, base station, and sensor network can be seen below.

Figure 10: Deployment site2.

In order to connect our router to the microwave link, it first had to be
enclosed to prevent emitted electromagnetic radiation from interfering with other
users sharing the same link. The Center for Earthquake Research and
Information (CERI) operates the microwave link and contains equipment that is
very sensitive to electromagnetic interference (EMI). Initial investigation into the
location showed that a basic, unshielded router caused the existing earthquake
detection equipment to report false earthquakes. Therefore a RF shielded
14

enclosure was used to house the router for our network. This enclosure was
effective at limiting disturbance of the CERI equipment due to EMI.
The base station is designed to use a small form factor computer running
Gentoo Linux. This provides flexibility to customize the linux kernel and full
access to linux compatible software. This will also make it easy to either send
data back to campus or be remotely accessed from campus. The base station
has also been equipped with a video capture card. This will allow us to capture
video from other imaging sensors such as a FLIR Photon 640 uncooled
microbolometer. As a test, a program called motion15 was used. The program
allows the connected camera to be remotely viewed as well as capture still shots
from frames in which movement is detected as seen in Figure 10. This base
station is also connected to a network of MICAz motes.
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Figure 11: Motion screenshot.

The MICAz motes were chosen for this work because they are popular
among researchers. Additionally, there has been work done at The University of
Memphis to investigate power savings for the MICA family of motes16. By using
one of the native network protocols the motes are easy to deploy and expand.
There are also several sensor and data acquisitions boards available. This work
uses MICAz motes and a MDA100CB data acquisition board. The MICAz mote
and data acquisition board can be seen in Figure 12 and Figure 13 respectively.
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Figure 12: MICAz mote.

Figure 13: MDA100CB data
acquisition board.

The MICAz motes can be divided into three categories. Sensor motes are
connected to MDA100CB data acquisition boards. These data acquisition
boards provide the interface needed to directly communicate between the
microcontroller on the MICAz and the detectors used. Direct access to the
microcontroller was required so that the timing of the digital data capture from the
detectors could be manually controlled. The base station mote is connected
directly to a computer where all the data can be processed. The remaining
motes simply bridge the gap between the sensor and the base station.
The custom sensor consists of three PYD-1998 digital PIR sensor aligned
in a vertical array as seen in Figure 14. They represent a smaller version of the
linear array of PIR sensors used in11. By just using 3 detectors, this design
allows more sensors to be deployed at a lower cost. Other researchers17,18 have
shown that a single PIR sensor was able to perform rudimentary classification in
similar applications. By using three sensors it should be possible to produce
17

better results with similar techniques in the future. Another advantage to this
sensor is that the PYD-1998 detectors give us a practical 14 bit resolution19. This
is higher than the built in A/D converter on the MICAz, which is only 10 bit20.
These detectors provide a much better resolution than the current profiling
sensor which only has an 8 bit resolution. Even though the sensor contains
fewer detectors than the profiling sensor, the high bit rate should provide a
unique distinction. For example, there were times when the value between the
background and an object varied by a value of one with the profiling sensor.
Since the PYD-1998 detectors have six more bits of resolution (26 = 64), they
would theoretically detect a difference of 64 between the same object and the
background.

Figure 14: Custom sensor with MICAz mote.
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The sensor can be configured to capture data at different frame rates. For
the human data collection the sensor was set to a frame rate of 10 frames per
second. The algorithm is configured to include 20 frames before the first
detected frame and 20 frames after the last detected frame. This was done to
ensure that the entire signal from the object is captured, even if some are below
the threshold. The sensor outputs data in the range 0 to 16383 with the zero
value being approximately 825019. The detection algorithm is very similar to the
detection algorithm for the profiling sensor, except detection events are sent to
the base station instead of a classification algorithm and the raw data is not
cleaned up. When determining whether an object is present, a threshold of 90
and a varying average is used. The average is calculated using the last five
frames.
Once the base station receives a detection event it is saved to a file
whose name is a timestamp. Every 5 minutes an Octave script is run on the
base station that converts the raw data to a .mat file and moves it to another
location where it can be accessed remotely. The file retains the same name so
that it is known when the data was captured. By using Octave to perform these
actions matlab compatible code can easily be added to perform other operations
such as feature extraction and classification. The overall infrastructure for the
entire system can be seen in Figure 15.
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Figure 15: Deployment infrastructure2.

3. RESULTS
The following sections explain the results of this work. Section A shows
the resulting detection and classification rates of simulating the real time
detection algorithm for the profiling. Section B gives the results of data captures
using the custom sensor as part of the WSN.
3.1 Profiling Sensor Detection/Classification
The results for the real time simulation of the profiling sensor separate the
process of detection and classification to make them easier to interpret. Data in
20

which objects were overlapping was excluded (see Figure 16) since our
algorithms have not been designed to account for these conditions. Because the
classification code can correctly detect multiple objects, a correct detection is
defined as one in which the detected objects are completed. When two whole
objects are detected as a single object then this scenario is considered a single
good detection. Detections in which part of an object has been chopped off (see
Figure 17 and Figure 18) are considered incorrect. A common cause for a single
object being detected as two objects is when an animal walks past the sensor
and the sensor adjusts to the animal’s temperature. Once the sensor adjusts to
the temperature of the animal, the detector detects no change and the algorithm
reports no object is present. However, once the animal passes out of the field of
view of the sensor a change is once again detected and the tail end of the animal
is identified as a second object. With these guidelines, our algorithm correctly
detected 93.75% of the objects tested.

Figure 16: Human and
horse overlapping11.

Figure 17: First half of
horse11.

Figure 18: Second half of
horse11.

Classification results were calculated just for objects that were correctly
detected. This prevented the issue of trying to classify objects that were split into
two separate detections. Our results represent the probability of correct
21

classification given correct detection. To determine the overall performance of
the system, the probability of the intersection of correct detection and correct
classification is calculated. This was done by multiplying the probability of
correct classification given correct detection with the probability of correct
detection as seen in Equation 1. The results of correct classification given correct
detection were 95.83% for humans, 82.6% for non-humans (animals), and
92.63% overall. The probability of correct detection was 93.75%. In order the
calculate the probability of correct detection and classification, let D be the event
of correct detection and C be the event of correct classification in the following
equation.

(1)
Equation 1: Probably of Correct Detection and Classification

For a more detailed look at our results, please see the following confusion
matrix in Table 1. The columns in Table 1 represent the number of correctly
detected humans and animals from our test set. The rows represent how the
correctly detected objects were classified. For example, our test set consisted of
72 correctly detected humans. Three of the correctly detected humans were
incorrectly classified as animals and 69 of the correctly detected humans were
correctly classified as humans. The numbers in parentheses give a percentage of
the values for each column. The total probability of classification given detection,
in the Equation 1, can be calculated from the confusion matrix by adding the
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humans classified as human with the animals classified as animal (69+19) and
then dividing by the total number of correct detections.

Table 1: Confusion matrix of results
Correctly Detected Objects
Human

(C | D)

Animal

Human

69 (95.83%)

4 (17.39%)

Animal

3 (4.17%)

19 (82.61%)

Total # of Correctly
Detected Objects

72
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3.2 Custom Sensor Detection
The MICAz sensors accurately detected moving objects in our data
collections. During the first data collection the automated scripts had not yet
been developed so the data collection had to be started and stopped manually.
However the motes still correctly limited transmissions to samples in which it
detected movement. The weather for the first collection was sunny with the
temperature around 80 degrees Fahrenheit. For this data collection, the multi
hop functionality had not yet been added. While preparing for the first data
collection, the motes were able to transfer data from approximately 60 meters
away. However during the data collection process this was no longer the case.
This is possibly because the location of the base station was changed (while
maintaining approximately the same distance) or because several other sensors
were running as well. As noted in other work21, several factors, including
23

orientation of the antennas, could have caused this. After moving the base
station within 10 meters data was successfully captured. The base station had to
be moved this close to avoid interfering with other sensors that were capturing
data. The focus of this data collection was to ensure the sensor correctly
detected objects and to gather some data with animals. Because the setup had
to be moved after the data collection had started, the arrangement was not ideal.
Therefore much of the data is not very clean. For example, objects might walk
back and forth in front of the sensor or pause in front of the sensor instead of
simply walking past it. Despite the ad hoc setup there appears to be a trend in
the data. Figure 19 and Figure 21 show the signal generated by a human while
Figure 20 and Figure 22 show signals generated by animals. In general, the
signal generated by an animal appears to be more complex (more peaks and
troughs) than the signal for a human.
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Figure 19: Signal from a human.

Figure 20: Signal from a lama.

Figure 21: Another signal from a human.

Figure 22: Signal from a horse.

The second data collection took place when it was 68 degrees Fahrenheit
with a misty rain. The sensor captured all movement without any false positive.
The purpose of this collection was to determine how well the sensor could detect
objects at different distances and how well it could differentiate multiple objects.
Data was collected with sets of 1, 2, and 3 people at distances of 1, 3, 5, 7, and
10 meters. For the sets with 2 and 3 people data was collected twice. First it
was collected with the people walking in a line and then with them walking side
by side. As expected, the sensor could not differentiate between multiple people
walking side by side, as seen in Figure 23. Multiple people in a line were also
included in a single detection. This was partially because the algorithm includes
25

frames before and after the actual detection (similar to the detection algorithm for
the profiling sensor). This is acceptable performance since the sensor system
uses low pixel resolution using just three detectors. When used in deployment
scenarios, this sensor is not seen as a stand-alone system capable of detection
and classification. Though the sensor system may provide object features that
can aid in target discrimination, the primary utility of the sensor system is to
detect presence of objects and trigger other sensor which have high resolution
and sensitivity for accurate object classification. In most cases however, there
was a visible distinction between the signals generated by each object, as seen
in Figure 24. Limiting the number of frames included before and after detection,
or adjusting the frame rate could help reduce or eliminate this issue. Post
processing could also be performed to separate the objects in the detection.

Figure 23: Three people side by side at 3
meters.

Figure 24: Three people in a line at 3
meters.

4. CONCLUSION
This work has shown promising results for a WSN of intelligent nodes.
The automated real time detection algorithm for the profiling sensor produced
reliable results for the initial testing. This sort of automation can help decrease
26

the man power needed to monitor a given area. Further optimization of the
detection algorithm could include a segmentation stage. After the initial detection
is made, the algorithm could take a second look at the data to segment multiple
objects before sending the data to the classification algorithm or the base station.
The WSN accurately transmitted data once the motes were within a reliable
range. To ensure reliable transmission, an abundance of motes can be used.
Further research could be done to optimize the packet size for transmissions to
help the reliability. Before implementation in a real scenario, a level of security
would need to be added to the WSN as well. The custom sensor used in the
WSN produced promising results and accurately detected objects as designed.
As a prototype there are many areas for improvement. A different lens might
provide better results as well a different arrangement of the three detectors.
Investigating the optimal frame rate could produce better results as well.
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