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The output voltage of the battery is dependent upon the State of Charge (SOC)

and has the following relationship:

vy SOC
t— 70 1—,8(1—506)] (7

Where, Vo is the voltage when the battery is fully charged at no load, as defined
by the Nominal voltage parameter and 3 is the parameter that determines the charge and

discharge characteristics of the battery.

The DC-DC Buck/Boost converter using the insulated-gate-bipolar-transistor
(IGBT) switches has the main purpose to control the DC link voltage by properly
charging and discharging the battery. In this BESS modelling, a proportional-Integral (PI)
controller has been used to determine the switching frequency, the gate signal (g1 and g2)
for the IGBTs depending upon the difference of load power and the generated power.
When the load power is less than the generated one, the converter works in the boost
mode, and when the load power is greater, then it switches to the buck mode. The
operation of the BESS can successfully handle the impact of temperature and solar
irradiance variation on the PV system and enhance the PV power quality as shown in Fig.
11. In this work, the battery energy storage system works for energy management

purpose during the solar irradiance variation in the PV system.
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Fig. 11: Performance of Battery Energy Storage during solar irradiance variation.
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FUEL CELL (FC):

Fuel cells are power generation devices that convert chemical energy directly into
the electrical energy. In the basic construction of the fuel cell there are two electrodes
named anode and cathode, an electrolyte substance that carries electrically charged
particles from anode to cathode and also catalyst that speeds the reaction at the
electrodes. Hydrogen is the main input for the fuel cell and this power generation process
is very environment friendly as the byproduct of this chemical reaction is only the water.
There are different kinds of Fuel cell, the most commons are proton exchange membrane
fuel cell (PEMFC), direct methanol fuel cell (DMFC), alkaline fuel cell (AFC),
phosphoric acid fuel cell (PAFC), molten carbonate fuel cell (MCFC) and solid oxide
fuel cells (SOFC) [50], [51], [52]. In this research work, the PEMFC has been used.
Though the working principle of the FC varies for different types, but the basic is to
ionizing the hydrogen atom at the anode then allowing the electrons to pass through the
cathode that completes a full path thus produces direct current (DC) [53]. And the
protons are passed through the electrolyte mix up with the oxygen of the air and produces
water. In Fig. 12, the basic operation of the fuel cell has been shown. Here the electrolyte
plays the important role as they control the right path for electrons and protons and
permit the electrons only to flow toward the cathode. Though the fuel cells are the
environment friendly source of power, but it is highly expensive due to cost of hydrogen
as well as the electrolyte. Moreover, it produces a good amount of heat when the

hydrogen gets ionized.
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PMSG BASED WIND POWER SYSTEM:

The basic principle of the wind power system is to convert the wind energy into
mechanical energy by rotating the turbine with force of the wind and finally this rotation
of turbine produces the electrical energy. The power captured by the wind turbine can be

expressed as [54],

(8)

Where,

Pm : extracted power from wind [W]

P : air density [kg/m3]

R : blade radius [m]

Vw : wind velocity [m/s]

A : tip speed ratio

B : blade pitch angle [deg]

Cp : power coefficient which is a function of both A and p.

In this work, the Type-4 wind turbine [55] i.e., the permanent magnet
synchronous generator type variable speed wind power system has been used. The main
reason of using the PMSG is to avoid the separate excitation system for the field and the
power electronic inverter/converter system allows the variable speed of the wind, and
thus the maximum wind power can be captured. As the power production from a wind

turbine is a function of wind speed, most wind turbines begin to produce power at wind
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speeds of about 4 m/s (9 mph), achieve rated power at approximately 13 m/s (29 mph),
and stop power production at 25 m/s (56 mph). There is a pitch control system in WG
system that usually maintains the pitch angle to uphold a constant output power at the
terminal of the generator when the wind speed is over the rated speed. In this work, a
constant wind speed of 15m/s has been considered and the system generates 2MW of

power.

2.2  Possible Cyber Threats

As shown in Fig. 8, the DC microgrid is connected with the main grid system and
the total cyber physical system is being monitored by the SCADA system in different
layers. The SCADA is a kind of centralized control system architecture for any power grid
that stores, monitors and process all the data available to the power network. SCADA
includes the usage of computers, programmable logic controllers, data communication
channels, graphical user interface (GUI) system, high level of network observatory
system, etc. As all the controller set points are handled through the SCADA, it is possible
to tamper any kinds of data from there or destroy the interface with the grid that may
result in an unexpected unbalanced situation. For example, an intruder can change the
value of duty cycle, which is the input to the boost converter of the PV system, abruptly to
any value. The information of duty cycle can be missing from the boost converter. Again,
an attacker can attack on the load profile that will cause the change in the load value at the
SCADA, whereas the physical load value will remain unchanged. In all of these cases, the

physical system will receive misleading information from the SCADA and will result in
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deviation of PV array terminal voltage, the voltage and power at the DC microgrid

terminal.

Moreover, since every controller has some reference values, an intruder can easily
change that set point, and thus can hamper the performance of the controller. For example,
in the battery energy storage system, an intruder can change the reference value of the
power. In that case, the controller will not be able to provide the optimum power required
for the system at that moment, and that will hamper the performance of the power system,
and also the consumers will be affected with the high or low voltage causing from the
variable nature of the solar or wind. If such situation continues for longer time, the
equipment attached to the power system will be damaged and the whole system may be

shut down.

DISTINGUISHING CYBER ATTACKS FROM OTHER DISTURBANCES:

As already mentioned, to consider the cyber-attack scenario, in this work four
parameters have been chosen, i.e., the duty cycle of the DC-DC boost converter of the
photovoltaic system, reference value of the firing-angle controller of the AC-DC inverter
of the PMSG based variable speed wind power generation system, reference value of the
battery energy management system controller and load profile. All these quantities are
independent of the fault or any other transient instability scenario in the grid. The duty
cycle usually varies with the change in solar irradiance and the temperature in case of the
PV system or with the fuel cell dynamic in case of the FC system. This type of variation

is time dependent and does not change instantly or abruptly. Again, during a faulty
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condition, the reference values of the controller never be changed, it only happens if
somebody manipulate those values intentionally. Similarly, in case of load, its value
never varies with the fault. The only parameters that can vary are the voltage that may go
very low and the current that may become very high. The value of the load may vary with
respect to the demand throughout the day, but this will not happen abruptly or
enormously, as load profile is always maintained and monitored according to the grid
code by the SCADA. Whereas in case of FDI cyber-attack, the parameters can be
changed to very sudden and unusual values, or in case of DDoS attack, due to the flood
of data suddenly some delayed response may occur. Therefore, by recognizing the
pattern of the duty cycle and load profile at the SCADA, the cyber-attack scenarios can
possibly be recognized. In this work, the main concentration is to show the cyber-attack

mitigation effects using the proposed controllers.

2.3 Proposed Control Methodology

PROPOSED CONTROLLERS FOR MITIGATION OF ADVERSE EFFECTS OF

CYBER-ATTACKS:

In this work, two types of controllers, such as a simple non-linear controller and
the PI controller have been used to mitigate the adverse effects of cyber-attacks on the
PV system performance. The control algorithm and the controller description are

provided in the following.
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A. Control Algorithm:

All kinds of vulnerabilities in a power system have direct impact on the terminal
voltage. So, the main objective is to regain the voltage at its required level within the
shortest possible time. Thus, the DC link voltage, VDC, has been used as the controller
input. This voltage is compared with the reference voltage of VDC (400V) to get the
error function AVDC. These voltage values are converted into per unit quantities with the
base value of 400V. Fig. 12 Shows the basic algorithm of the proposed cyber-attack

mitigation techniques.

In case of normal situation, the error value is zero. The controller continuously
monitors the voltage deviation at the DC bus. In case of any deviation in AVpc, the
controller will first check whether there is any cyber-attack in the system or any other
disturbances. In that case, all the set point values will be checked. If the set point values
are unchanged, then the system will detect other disturbances and accordingly suitable
controller will be activated. But if any of the set point value is changed, then the cyber-
attack will be detected. In this work, as the focus is to mitigate the cyber-attack effect, the
controller will check for the location of the cyber-attack depending upon the manipulated
parameter. This can be detected by monitoring the performances of the individual
distributed energy resources (DER), because the cyber-attack impact will be higher on
that specific DER where the attack has occurred. Again, if there is any deviation in load
value, R, then the controller for the R value correction will be enabled and will ensure the
voltage deviation at zero. When the system will be stable, the controller will get

disconnected immediately and the system will resume its original connections.
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Fig. 12: Proposed control algorithm.
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It is to be noted here that, the controller will be secured in a black box/ hidden box
that will generally remain out of data cloud of the SCADA so that no intruder effect can
hamper this controller. This will come into action only when it is required for a short
period of time, suppose for 2-3 seconds, and once the system comes back, the controller
will again be disconnected and out of the communication channel. This very small action
time of the controller will not be enough for the intruder to understand the control system

and thus the controller will be secure.

B. Non-linear Controller

As the power grid is highly non-linear, application of non-linear controllers in
power grid is highly preferred. This control action can be governed by any nonlinear
differential equations or any other mathematical model. In this work, two simple

exponential equations have been used as the nonlinear function shown in the following:

1 — K,e~|AVpclky 9)
K,e~|AVbclK: (20)
Kze_|APLoad|K1 (11)

Where K1 and Kz are the constant values and AVoc is the input to the controller. By tuning
the values of K1 and Kz, the required controller values of the manipulated signal are
obtained. Equation 9 is used for the cyber-attack mitigation in case of load and the duty
cycle, D, in case of PV and FC with different values of K1 and Kz. Similarly, equation 10
is used for regaining the reference values of the AC-DC converter in case of the WG

system and equation 11 is for the battery energy management system. The parameters
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have been set in a way so that the controller can handle any kind of voltage deviation from

very high to very low. The parameters of the controller have been shown in TABLE 2.
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Fig. 13: Proposed Non-linear controller.
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Fig. 13 represents the block diagram of the nonlinear controller. One controller is for the
duty cycle correction that can handle both the FDI and DDOS attacks with the same

parameter value, and another one is for the load correction.
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Fig. 14. Proposed PI controller.

33



The PI controller is one of the popular controllers that is being extensively used in
industrial control. Fig. 14 shows the block diagram for the PI controller. This also works

the same way as the nonlinear controller in two parts for duty cycle and load variation.

The transfer function that has been used for the PI controller in Laplace domain

(s) is as follows:

1
D = |AVp| [Kp + ;Ki] (12)

Where K, and Ki are the proportional and integral gain of the PI controller,
respectively. AVbcand D are the input and output variable of the controller, respectively,
and bear the same meaning as mentioned in the previous subsection. The values of the
parameters Kp and Ki are shown in TABLE 2, in the next page. These values have been
obtained by trial and error and it can handle any abrupt change in the input from high to

low.

The attack scenario cases mentioned in the following table are described in the

Table-3 in Chapter-3.
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